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ovals 705 of FIG. 7 and 505 of FIG. 5. This high degree of
similarity between the surface and sub-surface fingerprint
images of an actual finger enables using conventional image
processing techniques to measure the degree of correlation
between two such images and to determine whether or not
the images (and hence the surface and sub-surface finger
prints) correlate, i.e. to validate that the images are compat
ible with being different images of the same finger.
In the preferred embodiment aspects of the primary
fingerprint at the epidermis dermis interface of one or more
B-scans are compared with the corresponding regions od the
surface fingerprint. In an alternate embodiment where a
large number of adjacent B-scans, constituting a volumetric
scan, are available, a 2D sub-surface primary fingerprint can
be compared with the 2D surface fingerprint.
The surface and sub-surface fingerprint 2D images of an
actual finger can be compared using conventional image
processing techniques to measure the degree of correlation
between two such images and to determine whether or not
th� images (and hence the surface and sub-surface fingerpnnts) correlate. Alternately the images can be processed to
analyze for fingerprint minutia (as is well known to those
skilled in the art of processing fingerprints) and then the
minutia of the two images can be compared.
In an alternate embodiment the OCT system is the only
imaging system and in an enrollment process an extensive
volumetric scan of the fingerprint is acquired and stored. In
subsequent validation a small set of B-scans, such as the
eight B-scans depicted by the eight white lines of FIG. 4 is
acquired and compared to the stored volumetric scan. If a
matching set of corresponding B-scans are found in the
stored volumetric scan then the fingerprint is validated.
It can also be appreciated that in another alternate
embodiment, a random (or quasi-random) group of point
scans are registered by means of the surface fingerprint and
compared with extensive previously taken reference OCT
data to validate correct tissue layer thickness at particular
points. A further alternate embodiment provides an OCT
system with multiple optical probe beams to acquire multiple OCT scans simultaneously.
In a system according to the invention, the OCT is
selected from the group of any version of either Time
Domain-OCT or Fourier Domain OCT systems, including
the multiple reference version of Time Domain-OCT (described in some of the references incorporated herein).
In an alternate embodiment, successive OCT B-scans can
be taken at substantially the same location and correlated to
check for the presence of blood-flow to validate that the
tissue being analyzed is alive (and not, for example a fake
or non-living finger). The location of other tissue features
such as sweat glands could be monitored as additional
identification fiducial markers.
In an alternate embodiment, one or more sweat glands are
repeatedly scanned to monitor for changes in the scattering
characteristics of such sweat glands. Changes in the scat-
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tering characteristics of sweat glands can be processed to
determine stress levels of the individual being scanned.
A correlation mapping method using OCT to detect blood
flow, and hence aliveness is described in the paper titled
''.Correlation mapping method for generating microcircula
!10n morphology from optical coherence tomography (OCT)
mtensity images," by authors Jonathan E, Enfield J, Leahy
M J., published in J. Biophotonics, 4(9), 583-587 (2011).
This paper is incorporated herein by reference.
While the preferred embodiment is described with respect
to a fingerprint, any identifying fiducial, such as a freckle or
a skin blemish, could be used to validate a sub-surface image
or measurement with a surface image.
Moreover, while the preferred embodiment is described in
terms of a security application, the invention could also be
used for safety. For example, only when an appropriate
surface fingerprint or fiducial is recognized from the surface
imager, is the OCT optical probe signal enabled at high
power. This could ensure the device could not emit high
power when, for example, it could be directed into an
individual's eye.
As another safety example, if the device were making a
.
b10-measurement, such as a glucose concentration measure
ment, that would determine a medical treatment, such as the
provision of insulin, then validating that the identity of
individual being measured would be a useful safety precau
tion.
Many variations of the above embodiments are possible.
The scope of this invention should be determined with
reference to the description and the drawings along with the
full scope of equivalents as applied thereto.
I claim:
1. A method of validating a fingerprint, said method
comprising the steps of:
selecting a relative positioning of a multiple reference
optical coherence tomography system and a surface
imaging device, with respect to each other;
performing an optical coherence tomography scan to
produce a cross sectional tomographic scan of said
fingerprint, said scan including the interface of the
epidermis and the dermis;
obtaining a surface image of said fingerprint;
validating said cross sectional tomographic scan using
said surface image as a registration of said fingerprint
and determining whether said cross sectional tomo
graphic scan is compatible with the corresponding
region of said surface image, and determining blood
flow, hence ensuring, in a time period of one second or
less, liveness of said target;
obtaining a plurality of successive OCT B-scans taken at
substantially the same location and correlated to check
for the presence of blood-flow to validate that the tissue
being analyzed is alive;
outputting result of said validation step, where if positive
validation, the output of status enables secure access.
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